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BBO/IHAA YACTD

1. EJIX OCBOEHMU S TUCIHUIIJINHBI
Hensmu ocBoeHust TuctMILIMHBI « MTHGOpMannoHHas 6e301MacHOCTh ABISAIOTCS (OpMUpOBaHUE
y 00y4Yaronuxcsi TCOPETUICCKUX 3HAHUM B 00JaCTH 3alIUThl HH(POpMAUU, TPHOOPETEHUE TTPAKTHYE-
CKUX HaBBIKOB oOecriedeHus: HH(pOpMarmoHHONW 0e30IacHOCTH, MPUMEHEHHE Ha MPaKTHKE IMOTy4YeH-
HBIX 3HAHWHA ¥ YMEHHUI B COOTBETCTBUU C MEXKIyHAPOIHBIMH TPEOOBAHMSIMH K N30paHHOMY BUIY Jesi-
TEIbHOCTH.

2. IEPEYEHDb IIJIAHUPYEMBbBIX PE3YJIBTATOB OBYYEHUA 110 AUCIHU-
IIVIMHE

[Tnanupyemble pe3ynbTaThl OOy4YeHHUS MO JAUCHHUILIAHE, COOTHECEHHbIE C YCTAaHOBJICHHBIMH B
00pa30oBaTeIbHON IPOrpaMMe UHIMKATOPAMU AOCTHKEHHS KOMIIETEHIMH, IpecTaBIeHbl B Tabaume 1.

3. MECTO JUCHHUIIVIMHBI B CTPYKTYPE OIl
3.1. Mucuumuna «MHpopMaronHast 0€30MacHOCTE» OTHOCUTCS K JUCIUILIMHAM 10 BBIOOPY
y4eOHOTr0 MmIaHa o0pa3oBaTeIbHON IPOTPAMMBI.

Taomuma 1
IInanupyeMble pe3ybTaThl 00yUeHHS MO TUCIHUILINHE, COOTHECEHHbIE C YCTAHOBJEHHBIMH B 00-

pa3oBaTeIbHON NPOrpaMMe HHIAHUKATOPAMH 10CTHKECHHS

Koa m HaumeHoBaHune

Koa u HaumMeHoOBaHHue

Iliianupyemble pe3yJabTaThl 00yUYeHHUS MO AUCIU-

KOMIIETEHLIMH BbI- HHIMKATOPOB 10CTHKE- IUINHE
NYCKHHUKA HHS1 KOMIICTeHIHI
1 2 3

[1K-4. Cnioco6eH aHa-
JTU3UPOBATH U 00b-
eIMHATH TOTEHITHAIb-
HBbIC BO3MOKHOCTHU
YIPaBJICHUS PUCKAMH
C TOYKH 3pEHUS COIH-
AIBHOTO0, SKOHOMHUYe-
CKOT0, HOPMAaTHUBHO-
3aKOHOJIaTEIEHOTO,
9KOJIOTHIECKOTO U
TEXHOJIOTUYECKOTO
KOHTEKCTa ISl CO3/1a-
HUSI 1OJATOCPOYHOM
CTOMMOCTH

[1IK-4.1. IIpumensier
MEXTyHapOIHbIC U
HaI[MOHAIBHEIE CTaHAap-
TBI 00ECIIEYEeHHS COIH-
aJTbHOU OTBETCTBEHHOCTH
U peryJINpOBaHUS BOTIPO-
COB YCTOWYMBOTO pa3Bu-
THS.

3HaTh: OCHOBHBIC IMOHATHUS H OmnpeaAcCICHUA, UC-
MOJIb3yeMbIe TPH W3yYeHHH WHPOPMAIMOHHOM
0€301MMacCHOCTH.

VYMerh: aHATM3UPOBATH CIIOCOOBI HAPYIICHUSI WH-
(dhopManmoHHON 06€30MaCHOCTH.

Biagers: HaBBIKAMU Pa3paOOTKU KOHIICIUH WH-
(dhopManMoOHHOH 06€30MaCHOCTH MIPEIPHUSITHSL.

IIK-4.2. Onpenenser
HanboJree BaKHbIE IS
(yHKIIMOHUPOBAHUS Op-
rau3anuu (COuaIbHO-
HSKOHOMHUYECKOH CHCTe-
MBI) HaIllpaBJICHUS, TeX-
HUYECKHE U COIUATBHO-
HKOHOMHUYECKHE TPOoIIec-
938

3HaTh: KIacCU(PHUKALUIO YyTpo3 HH(POPMAIMOHHOM
0€30MacHOCTH.

VMerb: ONpENeNsiTh BHUABI BO3MOXHBIX Hapyllle-
HUI B ”H)OPMAIIMOHHOHN CHCTEME.

Biajgers: HaBBIKAMU Pa3paOOTKH MPOTpaMMBbl HH-
(bopMaroHHO 0€301TaCHOCTH MPEATIPHSITHS.

IIK-4.3. Aranu3upyer u
HAay4YHO 00OCHOBBIBAET
0O0IIyI0 CTPaTETHIo Opra-
HM3aIL|MH1, COLMAILHO-
3KOHOMMYCCKON CUCTE-
MBI, CTPATETHUH TIO OT-
JIeJIbHBIM BUAAM H
HaIPaBJICHUSM JICSITEIb-
HOCTH, IPOEKTaM, MPo-

3HaTh: OCHOBHBIC 1I€JIM, 33Jla4d M MPUHLIHUIBI 3a-
IUTBl  KOH(QUIEHIIMATLHON KOMITBIOTEPHON HWH-
dbopmanuu.

YMeTh: TIPaBUIILHO OIICHWBATH CTENEHb BAXKHOCTH
uHpOpMAaINH, TTOAJISKAIIEH 3aIInTe.

Baaxers: HaBBIKAMU DPa3pabOTKH TOJUTHKA HWH-
(dbopManMoOHHON 06€30MaCHOCTH MIPEAPHUSITHSL.




LeccaM.

[TK-9. Cnoco6eH pa3s-
pabaTsIBaTh, HopMy-
JPOBATH TEXHUYE-
CKHE 3aJJaHus 1
YIPaBJISATH MPOCKTAMH
TEXHUKO-
WHPOPMATUOHHOTO
obecreueHus CUCTEMBI
YIpaBJICHHs PUCKAMU

IIK-9.1. JemoHCTpUpYET
3HaHHUE CYLIHOCTHU U
MIPUHLIMIIOB YIPaBICHUS
MIPOEKTaMH.

3HaTh: KJIACCU(PHUKAIMIO KOMITBIOTEPHBIX BUPYCOB
Y TpaBWJIa 3aIIUTHI OT HUX.

YMeTh: TIPaBUILHO BBIOUPATh HEOOXOAUMBIA YPO-
BEHb 3aIIUTHl MHPOPMALUU OT HECAaHKLMOHUPO-
BaHHOTO JIOCTYTIA.

Biagers: ClIOCOOHOCTBIO MPUMEHATH Ha MPAKTHUKE
MEXyHapOJHbIE M POCCHICKHE MPOohecCHOoHaITb-
HbIE CTaHAAPTHl HHPOPMALIMOHHOW OE€30ITaCHOCTH.

I11K-9.2. CraBur uenu u
hopMmymupyeT 3amaum,
CBSI3aHHBIE C pealn3aly-
eil mpodeccnoHaNbHBIX
(hyHKIHI pabOTHHUKOB.

3HaTh: TPHUHIHUIB Pa3paOd0TKH BBIYHCIUTECIIHEHO
CTOMKHX MUGPOB IS MPAKTUUYECKUX KPHUIITOCH-
CTEM 3aKPBITHS KOMMEPUYECKON HH(pOpMAIIHH.
VYmerh: BHIOUpATh COOTBETCTBYIOIIHUE CPEACTBA
3QIUTHI.

Baajgers: HaBBIKAMU OOOOIICHUS, HMHTEPIPETAIIUN
MOJIYYCHHBIX PEe3yJIbTaTOB 10 3aJaHHBIM HJIU
OTIPEICTICHHBIM KPUTEPHUSIM.

[1K-9.3. Pa3pabatsiBaeT
TpeOOBaHMUS K TIPO-
rpaMMHOMY obOecriede-
HUIO T10 YIIPaBICHUIO
pHCKaMH, OKa3bIBAEeT I10-
MOIIIb B BEIOOpE aBTOMa-
TU3UPOBAHHON CHCTEMEI
yIIpaBJICHHS PUCKAMHU.

3HaTh: XAPAKTEPUCTHKH U aJITOPUTMBI PAaOOTHI
BaYKHEHMIINX COBPEMEHHBIX anmnapaTHO-
IIPOTPaMMHBIX CPEJICTB 3allUThl KOMITBIOTEPHOM
uHpopManuu B cdepe obecnieueHuss HHPOPMALIHU-
OHHOM 06€30ITaCHOCTH.

VYmerh: 3 (HEKTUBHO HCIIONB30BaTh HA TPAKTHKE
COBpPEMEHHBIE METOJIbl M CpeACTBa Kpunrorpagu-
YeCKOM 3amuThl KOH(UIEHIMAIbHON uH(pOpMa-
UM

Baagers: aBTOMaTU3MPOBAaHHBIMU CUCTEMAaMH YIPaB-
JICHUSA pUCKaMU.

IIK-9.4. OcymectBiser
MMOCTAaHOBKY 3a1a4 U KOH-
TPOJIb BHEJPCHISI HH-
(hopMaIMOHHOM CUCTEMBI
yIpaBJIeHHUS PUCKAMH.

3HaTh: 3aKOHOJATENbHYI0O U HOPMATUBHYIO 0a3y
MH(POPMAIIMOHHON 0€30IacHOCTH; TEPCIIEKTUBBI
pPa3BUTHSL TEXHOJOTUH obOecrieueHus] HHPOpMAIIH-
OHHOI 6€30MTaCHOCTH.

Ymerb: OQOPMISATH, NPEICTABIATh, OMNUCHIBATH,
XapaKTepu30BaTh JaHHBIC, CBelIEHUs, (aKThl, pe-
3yJbTaThl paOOTHI.

Baaners: METOZaMH BHenpeHUs HHGOPMALUOHHON
CHUCTCMBI YIIPABJICHUS PUCKAMU.



http://pandia.ru/text/category/virus/

OCHOBHASA YACTb _
1. OBBEM JUCHUIIJIMHBI 1 BU/Ibl YHEBHOU PABOTbI

Pacnpenesienne Tpy10eMKOCTH Y4eOHOM TUCUMUIJIMHBI IO BUAAM padoT
10 cemMecTpaM JJist 04HOM GopMbI 00yUeHust

TpynoeMKOCTh
Bun yueOHo# paboTHI 5o 1o
3 o yac. ceMecTpam
9 A
OO6mrast Tpy10€MKOCTh AUCIUILIMHEI TI0 yI€OHOMY IIIaHy 3 108 108
KoHraktHast paboTa, B TOM YHCIIE: 40 40
AyIuTOpHBIE 3aHATHS 40 40
Jlexrun (JI) 16 16
IIpaktuueckue 3amsatus (113) 24 24
CamocrosiTeabHast pa6ora (CPC) 68 68
B TOM YHCIIE:
KypcoBasi paboTa (IIPOeKT)
B TOM YHCIIE:
KOHTaKTHast paboTra (MHIUBUIyaJIbHbIE KOHCYJIBTALUH U 3a-
IIUTa KYpPCOBOM pabOThI)
KOHTPOJIbHBIE paboTHI (110 y4eOHOMY IUIaHY)
OKk3ameH
B TOM YHCIIE!
KOHTaKTHast paboTa (KOHCYJIbTallly Mepe. 3K3aMEHOM )
HuddepenumpoBannblii 3aueT 4 4

2. COAEPKAHUE PA3JIEJOB JUCIUIIJIMHBI

Temaruueckuil 11aH, CTPYKTYPHPOBAHHBIN 10 BUIaM yUeOHBIX 3aHATUH C yKa3aHHEM UX 00be-

MOB B COOTBECTCTBHUHU C y‘le6HBIM IIJIAaHOM

Ne | HammenoBaHue TeMbl yueOHOH nesTens- | Buabl yueOHOM nestensHocTH, | DOpma TeKyIe-
HOCTH, BKJIFOUasi CAMOCTOSITEbHYIO pa- BKJIFOYAsi CAMOCTOSATENIbHYO ro KOHTPOJIA
60Ty oOyuaromuxcs (B yac.) paboTy oO0yJaromuxcs B yacax | YCHEeBaeMOCTH
JI 113 CP BCETO
1 | ITocTanoBka 3amgaun oOecnieyeHHS 1 2 2 5 TECTBI
nH(GOPMaIMOHHON 06€30MaCHOCTH
2 | OcHOBHBIEC OHATHUS U ONIPEICTICHUS B 1 2 2 5 TECTBI
JTAaHHOU o0yacTu
3 | CranmapTtsl HHGOPMAITMOHHOMN 1 2 8 11 TECTBI
0€301acHOCTH
4 | O0G30p OCHOBHBIX TEXHOJIOTHH 3aIIUATHI 1 2 8 11 TECTBI
MH(POPMALIMOHHBIX CUCTEM
5 | 3ammTa OT BUPYCOB 2 4 8 14 TECThI
6 | MexceTeBble SKpaHbl 2 2 8 12 TECTBI
7 | BupryanbHble YaCTHBIE CETH 2 2 8 12 TECThI
8 | OcHOBHBIE METOIBI KpUNTOTpAPUIECKOM 2 2 8 12 TECTBI
3aLUTHI
9 | AropuT™MbI IOCTPOEHHUSI COBPEMEHHBIX 2 2 8 12 TECTBI




U(PPOB ¢ CUMMETPUYHBIMU U
ACUMMETPUYHBIMU KITFOYaMHU

10 | BO3MOXHOCTH NpUMEHEHUSI METOJIOB 2 4 8 14 TECTBI
Kpunrorpaduu as odecrieueHus
0€30MacCHOCTH MEKTPOHHBIX IJIATEKEN

JAuddepeHnpoBaHHbIN 3a4eT 4

UTOro 16 24 68 108

3. COAEP KAHUE JUCIHUIIVINHbI

3.1.ConepxxaHue JEeKIUOHHBIX, MPaKTHYeCcKUX 3aHATHI. Colep:kaHue caMOCTOATEIbHOI

padoThl.

Tema 1 IlocTanoBka 3aga4n o0ecniedyeHnst HHGOPMALMOHHOI 0€30NIACHOCTH

Jleknusi. OCHOBHEBIE IOJIOKEHUS TEOPUN MH(OOPMAITMOHHON 0€30MacHOCTH WH(POPMAIMOHHBIX
cucreM. Llenu u 3anaun nHdopmarmonHoit 6ezonacHocty. IloHsaTHE yrpo3sl. Buasl NpOTUBHUKOB WK
«HAPYLIUTENICI.

IIpakTnueckoe 3ansiTue. MeTobl U CPEJCTBA 3aLUTHI HH(POPMALIHH.

CamocrosiTesibHas padora. Teopernueckas MOArOTOBKA: M3yUEHUE MarepHala JIEKIHOHHBIX
3aHATU.

Temsl acce: KommnbroTepHas npecTymHOCTh B 3apyOeKHOM 3aKoHojaTenbcTBe. KomnbroTepHast
HPECTYITHOCTh B POCCUHCKOM 3akoHonaTenbcTBe. IlepcoHanbHble naHHble u MHTepHer. 3amura 0a3
JTAHHBIX.

Tema 2 OcHOBHbBIE NOHATHS U ONpeAeIeHUs B JaHHOI 00/1acTH

Jlekuus. PazpaboTka koHIenmu HHHOPMAITMOHHON Oe3omacHoCcTH. MecTo HHPOPMAaIMOHHON
0€30I1aCHOCTH SKOHOMHYECKHMX CHCTEM B HAIlMOHAJIbHOW Oe3omacHocTu cTpaHbl. MHpopmannoHHas
0€30MacHOCTh B YCIOBHAX (PYHKIMOHUPOBaHMS B Poccru ri00abHBIX CHCTEM.

IIpakTnueckoe 3ansitne. MeToaMKa OLIEHKH YPOBHS HH(POPMALIMOHHOMN 6€301MacHOCTH.

CamocrosiTesibHasg padora. Teopernueckas MOArOTOBKA: M3yUEHUE MarepHala JIEKIHOHHBIX
3aHATUI.

Tewmbl acce: MexayHapoaHbIE CTaHAAPTHI HHPOpPMAIMOHHOW Oe3omacHocTr. Poccuiickue cran-
napThl MHGOpMaLMoHHONW Oe3onmacHocTH. IlonuTuka MHGOPMALMOHHONW 0E30MaCHOCTH OpraHU3alUU.
Obecnieuenue 6€30MaCHOCTH ONEPAIIHOHHBIX CHCTEM.

Tema 3 Cranaaptel ”HGOPMAIMOHHON 0€30MIACHOCTH

Jlekuusi. OCHOBHbIE HOPMATUBHBIE PYKOBOJSIIME JOKYMEHTBI, KaCaloUIHeCs] TOCY1apCTBEHHON
TallHbl, HOPMAaTHBHO-CIIPaBOYHbIE JOKYMeHThl. HasHaueHume u 3amaun B cdepe oOecrieueHHs
MHPOPMAIIMOHHOW  0E30MacHOCTH HAa  ypOBHE TocynapcTBa. MeXIyHapoAHbIE  CTaHIApPTHI
nH(GOPMaIIMOHHOTO OOMEHa.

IIpakTnyeckoe 3anaTHe. OyHKIMOHATBHBIE BO3MOXHOCTH nporpammsl GNUPT.

CamocrositesibHasg padora. Teopernueckas MOArOTOBKA: M3yYEHUE MaTepHalla JIEKIMOHHBIX
3aHATHI.

Temsl acce: bezonacHocTh GpyHKIMOHMPOBaHUS MexxayHapoaHoH cucteMbl SWIFT. MomeHuu-
yecTBO B cetu MHTtepHer. [IpoMbinuieHHbI mmnmoHax B cetd MHTepHeT. KoHKypeHTHas pa3Benka B
cetu MHurepuert. Ilonutuka nHpopMaioHHoi Ge3omacHOCTH opranu3anuu. [IpoGnemMsl cobmoaeHus
aBTOpPCKUX MpaB B cetu MHTepHeT. Ob0ecneueHrne npaBoBOi OXpaHbl KOMIIBIOTEPHBIX IPOrpaMM

Tema 4 O030p 0CHOBHBIX TEXHOJIOTHIi 3aIIIUTHI MH(POPMALIMOHHBIX CHCTEM

Jlekuusi. Tpu Buia BO3MOXKHBIX HapyllIeHUH MH(MOPMAIMOHHOW CHUCTEMbl. AHAJIN3 CIIOCOOOB
HapyleHni nHdopMaoHHON Oe3omacHocTH. TakcoHOMUS HapylleHUH HH(pOpMAlMOHHON Oe3omac-
HOCTHU BBIUHCIUTEIBbHON CHUCTEMBI U IPUYUHBI, 00YCIIaBIMBAIOLINE UX CYLIECTBOBAHHUE.


http://eos.ibi.spb.ru/mod/assignment/view.php?id=68038

IIpakTnyeckoe 3ausiTue. OCHOBHBIE XapakTepuctuku MCD.

CamocrositesibHas padora. Teopernueckas MOArOTOBKA: M3YyUYEHUE MaTepHalia JIEKIMOHHBIX
3aHATUH.

Temsbl 3cce: AITOpUTM OpTaHU3aAIMK CEKPETHOH cBs3u 0e3 omyOnukoBaHus Kirouei. Urepamum-
oHHble Omounbie muppel. Kpuntocxema deiictens. Ceptudukarus OTKPHITHIX Kitoueh. Cepruduka-
LIMOHHBIN LIEHTP.

Tema 5 3amura ot BUpYycoOB

Jleknus. TUIbI KOMIBIOTEPHBIX BUPYCOB. UTO Takoe KOMIbIOTEpHbIH Bupyc. Knaccudukanums
BUpycoB. bops0a ¢ koMmmbroTepHbIMU BHpycamMu. COBpEeMEHHbIE aHTUBHUPYCHBIE IPOrpaMMBbl;
IpeabABIsieMblEe K HUM TPeOOBaHUSL.

IIpakTnyeckoe 3ansaTne. CpaBHeHue poccuiickux VPN.

CamocrositesibHas padora. Teopernueckas NOArOTOBKA: M3YyUEHUE MaTepHala JIEKIIHMOHHBIX
3aHATUH.

Temsl 3cce: [IpuMeHenne paciinpeHHOro anropurMa EBkiamnaa ais pacuera CEKpEeTHOro Kiroua
B anroputMe RSA. CriocoObI opraHu3anuu CeKpeTHON CBSI3H.

Tema 6 Me:kceTeBble IKPaHbI

Jleknmsa. MexceTeBble SKpaHbl: OCHOBHBIE TIOHATHS, KilaccU(UKalMs, IpOrpaMMHas H
anmnapaTHasl peaau3anusl.

IIpakTnyeckoe 3ausaTue. DI Ha ocHOBe anroput™a Dib-I"amans.

CamocrositesibHas padora. Teopernueckas NMOArOTOBKA: M3YyUYEHUE MarepHala JIEKIHOHHBIX
3aHATUH.

Temsl acce: be3zonacHocTh 00auHBIX BeIYMCICHUN. bromeTpuueckas ayTeHTH()UKALUS TTOIb30BaTENs

[IpaBoBOE perynupoBaHHE DJIEKTPOHHOTO JOKyMeHTooOopota. [lepconansubie nannubie u MH-
TepHeT. 3ammTa 6a3 TaHHBIX. 3alKuTa HHYOPMAIIUH B COLIMANBHBIX CETAX

Tema 7 BupryajibHbI€ YaCTHbIE CETH

Jlexknusi. BupTyasibHble 4acTHBIE CETH: HA3HAYEHUE, CIIOCOOBI peann3aluu.

IpakTnyeckoe 3ansitue. Anropurmsl Juddu-Xemnmmana n Xusa.

CamocrositesibHasg padora. Teopernueckas MOArOTOBKA: M3yYEHUE MarepHalla JIEKIHMOHHBIX
3aHATHI.

Temsbl acce: Pexumbl mudposanus 6mounsix mudpos. Pexxum CDC u ero cBoiicts. Pexxum
mmmdposanus OFB u ero cBoiicTsa.

Tema 8 OcHOBHBIE MeTOAbI KPUIITOIPA(PHYECKON 3aUTHI

Jlekuusi. Kpunronorusi: kpunrorpagus U KpUNTOaHaIN3; OCHOBHBIE UCIIONIb3yEMbIE TOHATHUS U
omnpenenenus. OcHOBbI kpunTorpaguu. Buasl atak Ha mudp.

IIpakTnyeckoe 3ansiTue. Kpunroanaan3 CHMMETPUYHBIX M ACHMMETPUYHBIX MU(PPOB.

CamocrositesibHasg padora. Teopernueckas MOArOTOBKA: M3yYEHUE MaTepHalla JIEKIMOHHBIX
3aHATHIA.

Tembr acce: Ilaker mporpamm «KpuntoH-mudpoBaHue». ApxuBHOE MIH(POBaHUE U €ro
peanuzanusi. Kpunronorus: OCHOBHbIE TOHSATHS.

Tema 9 AnaropuT™Mbl INOCTPOEHUSI COBPeMeHHbIX HMHUGPOB ¢ CHMMETPUYHBIMH H
aCHMMETPHYHBIMH KJIIOYaMHU

Jleknus. IlpuHnunsl moctpoeHus aiaropurMa mudposaHus. Vcnonb3oBaHue mugpyromen
ceTu Juisd mocTtpoeHus aiaropurMa. OOmiast ctpykrypa anroputma mudposanus no 'OCT 28147-89.
Cy1mHOCTb 3J€KTPOHHOM LU(POBOM MOTHUCH.

IIpakTnyeckoe 3ansaTHE. ANTOPUTMBI IIH(POBAHMUSL.

CamocrositesibHasg padora. Teopernueckas MOArOTOBKA: M3yYEHUE MaTepHalla JIEKIMOHHBIX
3aHATHI.

Temsl acce: CereBoe mm@poBaHue U ero peanuszanus. Bunel atak Ha mmdp.

Tema 10 Bo3MOXkHOCTH NpPHUMeHEHUs] MeTOAOB Kpunrorpadum aiasi olecrnedeHHs


http://eos.ibi.spb.ru/mod/resource/view.php?id=71548
http://eos.ibi.spb.ru/mod/resource/view.php?id=71758

0e30MaCHOCTH 1eKTPOHHBIX IIaTeKel

Jlexknus. IIporokomnsl Ge30macHbIX 3MeKTpoHHBIX maTtexeil. [Ipotokon SSL (Secure Socket
Layer). [IpoTokon 6e3omacHbIX TpaH3aknuii B ceTu MaTepHET — poTokon SET.

IIpakTnyeckoe 3ansiTue. Kpunroananans xa1m-QyHKINH.

CamocrosiTesbHasg padora. TeopeTuueckas MOArOTOBKA: M3yYeHUE MaTepHalia JIEKIHOHHBIX
3aHATHM.

Tewmbl acce: Xam-QyHKIMSA: Ha3HAYeHUE, TpeOOBaHMsI, CBOMCTBA. MeTopl KpunTorpaduu st
obecrieyeHns: 6€30MaCHOCTH AEKTPOHHBIX TIATEKEH.

4. METOANYECKHUE YKA3ZAHMUSA JJISA OBYYAIOIUXCSA 11O OCBOEHHUIO
JUCHUITJIMHBI

AynuTopHas padora

OCHOBHBIMU BHJAMH ayJUTOPHON PaOOTHI 0OYYAIOUIUXCS SBISAIOTCS JICKIUH M MPAKTHUYECKUE
3aHATHSL.

B xoze nexknmii npemnogaBarens U3naraeT U pa3bsACHIET OCHOBHBIC, HAaUOOJIEe CIOKHBIC MOHS-
THUS TEMBI, a TAK)KE CBSI3aHHBIC C HEM TEOPETHUECKUE U MPAKTUUECKUE MPOOIEMBI, 1a€T PEKOMEH AU
Ha MPAKTHYECKOE 3aHATHE U YKa3aHUs Ha CAMOCTOSATEIbHYIO paboTy.

IIpakTHyeckne 3aHATHSA 3aBEPILAIOT U3yUYEHHUE TeM YyueOHOW aucuuIuiuHbl. OHU ciyKaT i
3aKpeIUIeHUs] U3Y4YEHHOI0 MaTepuaia, pa3BUTHs YMEHUN U HaBBIKOB MOJATOTOBKH COOOIICHUH IO Mpo-
OsemaTuKe, IpUOOPETEHHsI ONbITA YCTHBIX IMyOJUYHBIX BBICTYIUIEHUH, BEJICHUS AUCKYCCHM, apryMeH-
TaIlMM U 3alUTHl BBIIBUTAEMBIX MOJOXKEHUH, a TAKKE JUI KOHTPOJIS MIPETo1aBaTeNieM CTETIeHU OTro-
TOBJIEHHOCTH 00YYaIOLIUXCS 110 U3y4aeMOM JUCLUIUINHE.

[IpakTryeckoe 3aHATHE TPEANoNaracT CBOOOIHbIM 0OMEH MHEHUSMH 110 U30paHHON TeMaTHKe.
OH HauMHAETCs CO BCTYNMUTEJIBHOTO CIIOBA MpEnoaaBaTelis, (POpMYJIUPYIOIIETo eb 3aHATHS U Xapak-
TEPU3YIOIIET0 €ro OCHOBHYIO MpoOiIeMaTHKy. 3aTeM, Kak IpaBUilo, 3aCIyLIMBAIOTCsA COOOIIEHUs 00y-
qaromuxcsa. OOCyKIeHne COOOIIEHUSI COBMEIIACTCS C PAaCCMOTPEHHEM HaMedeHHBIX BorpocoB. Co-
o011eHus, Mpeanoaraoye aHaau3 myoauKauid o OTASIbHBIM BOIIPOCAM MPAKTUYECKOTO 3aHATHS,
3aCIyIIMBAIOTCS OOBIYHO B cepefuHe 3aHsThs. [loompsieTcs BHIABIKEHUE M OOCYXKICHUE albTEpHA-
TUBHBIX MHEHHUU.

KauecTBo yueOHO pabOTH 00y4YaIOIIMXCs PENoIaBaTeh OLICHUBACT B KOHIIE MPAKTHYECKOTO
3aHATUS, BBICTABIIASA B pabounil )KypHaJI TEKYIIHE OLICHKH.

KoncyabTanuu mpoBoOAsITCs U BceX 00YUarOIUXCs MO MPEABAPUTEIHHON JOTOBOPEHHOCTH C
npernojaBaTesieM M B paMKax rpaduka npoBefeHHs KoHcynbTaiuil. C rpadukoM NMpoBeIeHUs KOH-
CYJIbTALlNH MPETIOAaBaTEeNsI MOKHO O3HAKOMUTHCS Ha Kadeape.

CamocrosiTesibHast pabora

CamocrositenpHas paboTa — H3y4eHHE MaTepHalia JICKIIMOHHBIX 3aHATHI M PEKOMEHIOBaHHON
JUTEPATyphl, BHIOIHEHUE 3aJJaHUH IpenoaBaress, a Takke NpopaboTKa OTJENBHBIX TEM U aCHEKTOB
JVICIUTUTMHBL B BUJIE JOKJIAI0B M COOOIIEHHIA, TIOATOTOBKA K TIPOMEKYTOYHOW aTTECTAIINH.

IIpoMe:kyTouHAasi aTTECTALUSA

W3ydeHnne OUCHUTUTMHBI 3aKaHYMBAETCS TPOMEKYTOYHOHN aTTeCTaIlel, KOTOpast IPOBOIUTCS
10 BceMy ee cozepkanuio. dopma npoMeKyTOUHON aTTecTallly, PelyCMOTPEHHAs YUeOHbIM TUIAHOM
— nud hepeHITUpOBaHHBIHN 3a4eT.

K npomexyTouHON aTTecTaluy JOMYCKAIOTCsA 00ydaroluecs, KOTOpble CUCTEMATUYECKHU, B Te-
YeHHE BCErO ceMecTpa padoTaly Ha 3aHATUSAX M TOKa3ajd YBEPEHHbBIC 3HAHHS 10 BOIPOCAM, BBIHO-
CHUBILUMCS Ha IPYIIIOBbBIC 3aHATHUS.

5. OHEHOYHBIE CPEJICTBA 110 JUCHUIIJIMHE
5.1.ITosicHuTEILHASA 3AIIUCKA



B cootBerctBum ¢ TpeboBanusmu @I'OC BO mno cnenumanpbHOCTH DKOHOMHUYECKass Oe3orac-

HOCTBb IUIS MPOBCACHUA TCKYIICTO KOHTPOJIA YCIICBACMOCTH U HpOMC)KYTOqHOﬁ arrecraquu JUCHUIIIN-
Hbl «H(pOopManioHHas 6€30MacHOCTh» pa3paboTaHbl OLICHOYHbIE CPENICTBA MO JAAHHON AMCLMILIUHE,
SIBJITFOINAECS HEOTHEMIIEMOHN YacThi0 Y4eOHO-METOAMYECKON €€ NOKyMEHTAllMd B paMKax peanusye-
Moit OCHOBHO# 00pa30BaTEILHON MPOrPAMMBI.

qcT

N —

XN bW

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.

5.2. OneHoOYHBIE CPeACTBA MPOMEKYTOYHOM aTTECTAIMIO MO AUCHUIIHHE
®dopMoi TPOMEKYTOUHON aTTECTAIIUHU IO TUCIUILINHE ABJISETCS — qudPepeHImpoBaHHbIN 3a-

Bonpocks! 115 mpoBeeHusI NpOMEXKYTOUYHOM aTTeCTAIlUU:

[TpuHIMIBI TOCTPOEHUS MUGPOB C CUMMETPUYHBIM KitodoM. [ngpsl 3ameHsI.
IIpumeHeHne paclIiupeHHOro aropuTMa EBKina a1 pacuera CEKpETHOrO KJIF04a B aIrOpPUTME
RSA.

CrniocoObl opraHnu3anuu ceKpeTHol cBs3u. Llenu u 3amaun 3ammTel HHGOpPMALIKH.

ITakeT nporpamm «Kpunros-mudposanue»; apxuBHoe MUGPOBAHUE U €T0 peaTu3ariysl.
Kpunronorus. OCHOBHbIE TOHATHS.

ITakeT nporpamm «Kpunrosn-mudposanue»; cereBoe MUPpOBaHUE U €T0 peaTn3arys.
Artaku Ha mmdp. Buasr atak Ha mudp.

Anroput™m Jludpdu-Xemimana.

Cuctema cexperHolt cBsi3u lllenHoHa. AGCOMIOTHO CTOWKUIM M YCIIOBHO CTOMKHMA MM (PHI.
Anroputm mmdpobanus RSA.

[udps! nepecTaHOBKH.

buHapHBIl anropuT™M BO3BEICHHS B TUCKPETHYIO CTENEHD 10 MOIYJIIO.

[TocTpoenne 6;10YHBIX MIHUPPOB CHMMETPUYHOTO NIM(PPOBAHUSI.

OIII 1 cxeMa ee NpaKTUYECKON peann3aiuu.

udp ¢ ynpapasieMbIMHI 10ICTAHOBKAMHU.

AJTropuTM OpraHu3alyi CEKPETHOM CBsI3U 0€3 OImyOIMKOBaHUS KITFOUEH.
Urepanonnsie 0104nble mudpel. Kpunrocxema deiicrens.

Ceprudukarus OTKpHITHIX Kitouel. CepTUHUKAITMOHHBIN IEHTP.

Pexumbl mudposanus 6mounbix mudpos. Pexxum CDC u ero cBoiicTsa.
Xom-pyHKIUsS: Ha3HAUYCHHE, TPEOOBAHMSI, CBOMCTBA.

Pexum mmdposanus OFB u ero cBoiicTaa.

Xomi-¢pynkuus no 'OCT P 34.41-94, ctpykTypHas cxema; onucaHue paboThl.

Pexum mmdposanust CFB u ero cBoiicTsa.

udps! ¢ ynpaBiseMbIMU TIEPECTAHOBKAMH.

Anroput™ mmmdposanus 'OCT 28147-84.

CMmapT-KapThl; UX CBOMCTBA.

ITaket «Kpunron-mudposanue». KiroueBble cxeMbl MOJIb30BATENS U UX IPUMEHEHHUE.
Tuns! ayrenTudukannu napopmanuu. [Iporokon ayrenruduxanuu Kerberos.

5.3. Texkyuuii KOHTPOJIb yCIIeBAEMOCTH

Texkymuii KOHTPOJIb YCIIEBAEMOCTH 00YYarOIIMUXCs M0 AUCHUIUIMHE IPOBOAUTCA B (OopMe KOH-

TPOJIBHBIX MepOHpHHTHﬁI TPEHUPOBOYHOTI'O TCCTUPOBAHUS, BBIITIOJIHCHUS ITPAKTUYCCKUX 3aJaHuM.

AXTUBHOCTB 06yqa10meroc;[ Ha 3aHATHAX OLCHHUBACTCA HAa OCHOBEC BBIIIOJTHCHHBIX pa60T " 3a-

JAHUH, TpeTyCMOTPEHHbIX paboueil mporpammoil nucuuiuiHbel. OOydaromiemycs, MpOIyCTHBILEMY
NPaKTUYECKHUE 3aHITHS, HEOOXOAMMO BBITIOJIHUTH 33JJaHUS CAMOCTOSITENIFHO M 3AIIUTUTHh UX BBITTOJHE-
HHE Nepe]] PernoiaBaTesieM NPaKTHIEeCKUX 3aHATHI.

5.3.1. TecToBble 3aJaHUs 110 M CUMILIMHE (IPUMeEPbI)

‘ Ha3zBanue tembl ‘ ITpumep Tecta




TUCHHUILINHEL

OcHoBHbIE
HOHATHUS U INonuTHka 6€30MaCHOCTH — 3TO COBOKYITHOCTh HOPM, IPaBHJI U METOJIOB, Ha OC-
OTIpEICJICHUSI B | HOBE KOTOPBIX CTPOUTCS paboTa MH()OPMAITMOHHON CHCTEMBI B 00JIACTH
TAHHOU Bri6epuTe X0Ts Obl OMH OTBET.
obmactu .
| a. OIICHKH KPUTUIHON nHopMarmu ~
¥ | b. oGpawmenus kputianoii uapopmarmn ¥
v C. pacrpeeneHus: KpUTHIHON nHpopMa-
LUH
|| d. aHanu3a KpuTHYHOW HH(pOpPMAIHH
v :{ XpaHeHHUs KPUTUIHON HH(OpMAIIH
0630p
OCHOBHBIX WHxeHepHO-TeXHUYEeCKHEe Mephl o0ecrieueH s 6e301MacHOCTH 0aHKOBCKUX MH-
TEXHOJIOTHIA (hOpMaIMOHHBIX CHCTEM BKJIFOYAIOT:
3aIUTHI Bribepure X0Ts Obl OJJMH OTBET.
UHPOPMAITUOHH .
a. CpeacTBa GU3HMUECKON 3aIIUTHI KOMITBIOTEPHBIX CH-
BIX CHCTEM v
cTeM
b. YerpoiicTBa mpeoTBpaCHISI IIOXHINEHUS TEXHUKA
v 13 UHPOPMALIMOHHBIX LIEHTPOB
7 (;( AnmnapaTHble cpeJICTBa KpUNTOrpapuuecKO 3alUThl
r d. PernamenTanus Bcex TEXHOJOTHUECKUX MTPOLIECCOB
X
r e. Mepbl puznyeckoi 3amuThl KOMIBIOTEPHBIX CUCTEM
X
3amuTa oT Kakue u3 yka3aHHBIX Ka4eCTB HE UMEIOT OTHOILIEHUS] K MOHUTOPY OOpaleHuii?
BHUPYCOB Bri6epuTe X0Ts Obl OMH OTBET.

| a. [TomHoTa *

' | b. Bepudunupyemoctp

v ¢. OYyHKIIMOHAIBHOCTh
v

| d. MzonupoBanuocts *




v e. Hesasucumocts ¥

MexcereBble
JKpaHsbl MesxceTeBOi 3KpaH BBINOIHAET (QYHKIUN
BribepuTte 0JIMH OTBET.
@ a. peoOpa30BaHUsl HEKOTOPBIX 3JIEMEHTOB Iepe/iaBac-
MBIX JabIX
. b. OUMCTKHM HEKOTOPBIX 3JIEMEHTOB IE€pPeIaBaeMbIX JaH-
HBIX
I C. MIOIIOJIHEHUS HEKOTOPBIX JIEMEHTOB, NIEPEAABACMBIX
JAHHBIX
Bupryanbnsie
YaCTHBIE CETH 3ammra HHPOPMALIMU B IpoLecce ee nepenaun no TynHento VPN ocHoBaHa Ha

BBITTOJTHEHUH CIICAYIOINX ()YHKITHIA:
Bribepure X0Ts Obl OJJMH OTBET.

v a. ayTEeHTU(HKALMS B3aUMOJIEHCTBYIOIINX CTOPOH v

b. mpoBepKa NOITMHHOCTH U IIEJTOCTHOCTH JJOCTABIIsIE-
MO HH(pOpMAaLIUH.

v

- C. pa3pelIeHNE WIH 3allpelleHUE JAIbHENIIEH ITepe1adn
JTaHHBIX

5.3.2. Kpurepun oneHuBaHus pe3y/1bTaTOB 00y4eHHs 110 JUCHUIIJIMHE:

3HaHUA, YMEHUS U HAaBBIKM OOYYaIOIIUXCS MPH MPOMEXKYTOUYHOM KOHTposie B (popme audde-
PEHIIMPOBAHHOTO 3ayeTa OIpPENEISIOTCS OLEHKAMHM «OTIMYHO», «XOPOIIO», «yJOBIETBOPUTEIILHOM,
«HEYJOBIETBOPUTEIHHOY.

1. «OTIMYHO» — 00YYarOIIHIACS TTyOOKO U IMTPOYHO YCBOWII BECh MMPOTrPAMMHBIN MaTepHal, HC-
YepIbIBaIONIe, MOCIeI0BATEILHO, TPAMOTHO U JIOTUYECKH CTPOIMHO €ro M3jaraeT, He 3aTpyIHSETCs C
OTBETOM IIPU BUJIOM3MEHEHUU 3aJ]aHMsl, CBOOOIHO CIIPABISIETCS C 3a1a4aMU M IPAKTUYECKUMU 3a]J1aHU-
MU, TIPaBUILHO OOOCHOBBIBAET MPUHSATHIC PEIICHUS, YMEET CaMOCTOSATENIBHO 0000IIaTh U H3araTh
MaTepual, He JO0IyCKas OLIUOOK.

2. «Xopoio» — 00yJarmuics TBepA0 3HAET MPOrpaMMHBINA MaTepHall, FPaMOTHO U IO CyIile-
CTBY M3JIaraeT €ro, He JAOIyCKAeT CYIIECTBEHHbIX HETOUHOCTEH B OTBETE Ha BOIIPOC, MOKET IPABUIIBLHO
MPUMEHSATh TEOPETUYECKUE TMOJIOKEHUS M BiIaJieeT HeOOXOIUMBIMU YMEHUSMU U HaBBIKAMU NPU BbI-
MOJIHEHUH MPAKTUYECKUX 3aJaHUH.

3. «Y IOBIETBOPUTEIIBHO» — OOYUYaAIOIIUICS YCBOMJ TOJIBKO OCHOBHOM MaTepuall, HO HE 3HAEeT
OTJICNBHBIX JIETANCH, JOIMyCKaeT HETOYHOCTH, HEIOCTATOYHO MPABHIbHBIE (OPMYIUPOBKH, HAPYIIACT
MOCIIE0BATEIBHOCTh B M3JI0KEHHH MPOrPAaMMHOTO MaTepualia U UCTIBITHIBAET 3aTPYAHEHUS B BBIMOJ-
HEHUU MPAKTUYECKUX 3a/IaHUM.

4. «HeynoBaeTBOPUTEIbHO» — OOYUYaIOIIMIACS HE 3HACT 3HAYUTEIHLHON YacTH MPOTPaAaMMHOTO
MaTepuana, JOMyCKaeT CYIECTBEHHBIC OMMOKHU, C OONBIIUMU 3aTPYAHCHUSMH BBITIONHSCT MpaKTHYe-
CKHE 3aJlaHusl, 33/1a4H.
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6. YYAEBHO-METOJUMYECKOE U UHOPOPMAIIMOHHOE OBECHEYEHHME JIUC-
OUITJIMHBI

IIpn MOArOTOBKE K 3aHATHAM U IS BBIIIOJIHEHUS WHAMBHUIYAJIBHBIX 3aJaHUM CICIYET UCIOJIb-
30BaThb PEKOMEHAYEMbIE UCTOUHHUKH JIMTEPATYPBI 110 JaHHOMY KypCy, B TOM YMCJIE HOPMATUBHBIE J10-
KyMeHTHI. [Ipy NOArOTOBKE K 3aHATHUAM CII€yET BOCIOJIb30BAaThCS HE TOJIBKO YUYEOHUKAMHU U yueOHBbI-
MU MTOCOOHSIMU, IPUBEACHHBIMU B CIIUCKE OCHOBHOM H JTOTIOJIHUTENIFHON PEKOMEHIyeMOM JTUTepaTyphl,
HO TaKXXe NEPUOAUYECKUMH U3AAHUAMU.

6.1. OcHoBHas quTEpaTypa

1. OcHOBBI HH(POPMAITMOHHOW 0€30MACHOCTH : Y4eOHUK A CTyAeHTOB By30B / B. FO. Poro3us,
N. b. l'anymikun, B. K. HoBukos, C. b. BenpeB. — Mocksa : FOHUTHU-JIAHA, 2017. — 287 c¢. —
ISBN 978-5-238-02857-6. — TekcT : »1IeKTpOHHBIH // DnexTpoHHO-OmOMMoreuHas cucrema IPR
BOOKS : [caiit]. — URL: https://www.iprbookshop.ru/72444 .html

6.2. lonotHUTEIBLHAS JTUTEPATypPa

1. Cadonona, JI. A. DxoHOMHUYECKHE aCTIEKTHl HH()OPMAIIIOHHON 0€30MacHOCTH : y4eOHOE To-
coowue / JI. A. CadponoBa. — HoBocubupck : CHOMPCKUiA TOCYTapCTBEHHBIA YHUBEPCUTET TEICKOMMY-
HUKamii 1 nHpopmatuku, 2019. — 97 ¢. — TekcT : 37AEKTPOHHBIN // DAEKTPOHHO-OMOIMOTEYHAas CH-
crema IPR BOOKS : [caiiT]. — URL: https://www.iprbookshop.ru/90606.html

2. ®omun, /1. B. UndopmanmonHast 6€30macHOCTh | y4eOHO-METOAMYECKOE TTOCOOUe M0 TUCIIHU-
winHe «MHpopmaonHas 6€30MacHOCTb» AJI CTYJEHTOB SKOHOMHYECKUX CIIEeHaIbHOCTEN 3a0UHOM
dopmer 00yuenus / JI. B. ®omun. — Capatos : By3oBckoe oopazoBanue, 2018. — 54 ¢c. — ISBN 978-
5-4487-0298-3. — TekcT : 25eKTpoHHBIH // DnexkTporHHO-0nOmoTeyHas cuctema IPR BOOKS : [caiir].
— URL.: https://www.iprbookshop.ru/77320.html

3. Baauna, M. @. 3ammra nHdopmaImu U KOHTPOJIb JTaHHBIX B TokyMeHTax Microsoft Office :
yueOHO-MeToaudeckoe mocooue / M. @. Banuna. — MockBa : MOCKOBCKUN TEXHUYECKHI YHUBEPCHU-
TeT cBsi3u M nHpopmaTuku, 2018. — 58 ¢. — Tekcr : AMeKTpoHHBIH // DIEKTPOHHO-ONOINOTEYHAs CH-
ctema [PR BOOKS : [caiit]. — URL: https://www.iprbookshop.ru/92460.html

7. MIEPEYEHb PECYPCOB MH®PMAIIMOHHO-TEJEKOMMYHUKAIITMOHHON
CETU «<MHTEPHET», HEOBXOJIUMbIX JJIs1 OCBOEHUS JUCIHIUIIJINHBI
http://www.consultant.ru/ — CnpaBouno-npaBoBasi cuctema Koncynsrantllitoc
http://www knigafund.ru/ — DBC «Kuura®onmg»
http://www.cbr.ru/ — Odpunmansusiii caiit [{b PO
www.expert.ru — OdunuanbHbIN CalT KypHana « IKCIepT»
http://nacfin.ru/ — HammonansHoe areHTcTBO (puHAHCOBBIX wucciuenoBanui (HADU) pazgen
«AHanmuTHKa»
www.edu.ru — Poccuiickuii o6pa3oBarenbHblid mopTal
www.iet.ru — MHCTUTYT SKOHOMUKH MIEPEXOAHOTO Meproia
http://www.gks.ru — Odunmansasiii caiiT PocctaTta

8. MATEPUAJIBHO-TEXHUYECKOE OBECIHEYEHUE JUCHUIIJIMHBI

OOyuatomiyiecs: 00ecreunBalOTCs AOMOJHUTENBHBIM Pa3aTOYHbIM MAaTEPHAJIOM K JIEKIIMOHHBIM
Y TIPAKTHYECKHUM 3aHSATHSAM B BUJE: METOANYECKUX PEKOMEHJANUH K 3a7a4aM M KelicaMm; MaKkeTOB aHa-
JIUTUYCCKUX Ta6J'[I/III, Fpa(l)I/IKOB; CXEM aJIrOPUTMOB YIIPABJIICHYCCKOI'O MpouecCa Ha NMpCAIIPHUATUN, CTa-
TEeH 1O aHaIN3Yy YIPaBICHYECKUX PEIICHUH.
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https://www.iprbookshop.ru/72444.html
https://www.iprbookshop.ru/90606.html
https://www.iprbookshop.ru/77320.html
https://www.iprbookshop.ru/92460.html
http://www.consultant.ru/
http://www.knigafund.ru/
http://www.cbr.ru/
http://nacfin.ru/
http://www.edu.ru/
http://www.iet.ru/
http://www.gks.ru/

1. JIeKIIMOHHEBIE 3aHATH:

a) KOMIbIOTEpHAas ayJuTOpHs (Kjacc), OCHAIIEHHAs COBPEMEHHBIMU KoMiibioTepamu ¢ O3Y
He meHee 2 I'b, xectkuil auck He meHee 200 I'b, moctymom B JIOKaJdbHYH0 KOPIIOPATUBHYIO CETh
MBMU u unTEpHET,

b) npe3eHTanoHHass TeXHUKa (MyJIbTUMEIUNHBIM MPOEKTOpP WM TEJIEBU3MOHHAS MaHEIb C
napaMmerpamu He Huke 720x576 nukceneil/noiim),

C) IoCKa ayAMTOpHAsI I HaucaHus (hIoMacTepoM,

d) maketsl mporpammuoro obecrneuenus (I10) obmero HazHauenus (CUCTEMHOE MPOrpaMM-
Hoe oOecneuenune. Oneparmonnas cucrema Microsoft Windows Professional,; [Taketr oducHbIx npu-
noxenuit Microsoft Office;lIpunoxenne ans co3gaHust U MPOCMOTPA 3JICKTPOHHBIX MyOIMKaIUil B
dopmare PDF ),

e) crnenuanuzupoBannoe 1O mns nmoctyma k EnuHON 3nekTpoHHOM 00pa3oBaTenbHOU cpene
HNuctuTtyTa, cCieMalu3upOBaHHbIE TPOTPAMMBI JIJ1s1 KOHKPETHBIX 3a/1a4 U KEHCOB.

2. [IpakTHdeckue 3aHsITUsA:

a. pabouee MecTo mpemnojaBareist (CTOJ, CTYJ), OCHAIIEHHOE KOMIIBIOTEPOM C JOCTYIIOM B
JOKaJIbHYI0 KoprnopaTuBHy ceTb MBU u MHTEepHET, NOAKIIOYEHHOE K MYJbTUMEININHOMY MPOEK-
TOpPY WJIN TEJICBU3MOHHON MAHENH, C YCTAHOBJICHHBIM CHEIHAIbHBIM MPOTPaMMHBIM 00ecIiedeHHEM
I1st noctyna kK EnuHol snekTpoHHOM oOpa3zoBaTenbHOM cpeae Mucturyra.

b. nocka ayauTopHas Ui HalMCcaHUsS GIoMacTepom,

c. paboune Mecta oOydaronuxcsi (CTOJIBI ayJUTOPHBIC, CTYJbsl ayJIUTOPHBIC), OCHAIICHHBIE
KOMIIBIOTEPAMU € JOCTYIIOM B JIOKAJbHYIO KOpPIOPAaTUBHYIO ceTb MBI u MHTEpHET, C yCTaHOBIICH-
HBIM CHEIHUaJIbHBIM MPOrpaMMHBIM OOecriedeHreM i AocTyna K EnuHol anekTpoHHON 00pa3oBa-
TenbHOU cpene MucTuryTa.
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[Tpunoxenue 1
MeTtoauyeckue yKazaHusl K NPAKTHYECKUM 3aHATHAM
enp BbIMOTHEHUS MPAKTUUECKUX 3aJaHuil o nucruiuinie « MadopMannoHHas 6€30mMacHOCTbY —
npruoOpeTeHne MPaKTUYECKUX HaBBIKOB 3aIIUTHI HHPOPMALIUH.
BoinonHenue npakTuyeckux 3aaHuil TpeOyeT OT o0ydarolerocs MmpelBapUTebHOTO H3yUeHUs
y4eOHOI ¥ Hay4YHOI JIUTEpaTyphl U MPOYUX WH(POPMALMOHHBIX UCTOYHUKOB, B TOM YHCIIE NEPHOAUYE-

CKUX u3/1anuii 1 UHTepHET-pecypcoB.

[lepedyeHb TeM NPAKTUYCCKUX 3aHITHI MPEJCTABICH B HUKEIPUBEICHHOM TaOIHUIIE.

HazBanue TeMbl yueOHOM TUCIUTUTMHBI

IlepedeHb TEM NPAKTUYECKUX 3aHATUN

[TocranoBka 3aga4n oOecrieueHUs
MH(POPMALIMOHHOM 0€30MaCHOCTH

Mertoapl U cpencTBa 3aUThl HHGOpMaIUn

OCHOBHBIE TOHSITUS U OTIPENICTICHNS B JAHHOU
oOnactu

Meroauka orieHKH ypOBHS HHGOPMAIIMOHHON
0e30MmacHOCTH

Crangaptsl HHOOPMAITMOHHON 0€301TaCHOCTH

QYHKINOHAIBHBIE BO3MOKHOCTH ITPOTrPaMMBbI
GNUPT

O0630p OCHOBHBIX TEXHOJIOTHH 3aITUTHI
MH(POPMALIMOHHBIX CUCTEM

OcHoBHBbIE XapakTepuctuku MCD

3anmra OT BUPYCOB

CpaBHenue poccuiickux VPN

MexceTeBble 3KpaHbl

OIIT Ha ocHOBe anroputma Dmb-I"amans

BupryanbHbsle 4acTHBIE CETH

Anroputmsl {uddu-Xemmmana n Xumna

OCHOBHBIE METO/IbI KPUIITOT papuueCcKoit
3aUTHI

Kpunroanann3 CHMMETPUYHBIX U aCHMMETPHY-
HBIX MH(POB.

AJTOPUTMBI TOCTPOEHUSI COBPEMEHHBIX MIN(POB
C CHMMETPUYHBIMU ¥ aCHMMETPHUYHBIMH
KIIIOYaMHU

AnroputMmsl muppoBaHUS.

Bo3M0OXHOCTH TPUMEHEHHSI METO/I0B
kpurnrrorpadun 17151 obecrneueHns 6€30MacHOCTH
WIEKTPOHHBIX IIATEKEN

Kpunroananus xam-QyHKuui

TpebdoBanus K 0()OpMIIEHUIO 0TYETA MO MPAKTHYECKOM padoTe.

OtueT noKeH OBbITh BBIIOJHEH B MAIIMHONMCHOM BAapHAHTE B COOTBETCTBMU C HOPMAaTHUBHBIMHU
TpeOOBaHUAMH K OQPOPMIICHHIO HAYUYHO-HUCCIIEOBATENILCKUX OTYETOB. PekoMeH 1yeMblii 00beM paboTh
— 5-15 nevatabix auctoB. Criocod odopmnenus: 12-14 xernb, Times New Roman. Cnada — nedaTHbIN
BapUaHT Ha JucTax ¢popmara A4 ¢ 0JHON CTOPOHBI.

OTueT 0 BBINOJHEHUH CAMOCTOSATENILHOW PabOThl MPEACTABIAETCS 00ydalOUIMMCs B CPOK, CTPOTrO
COOTBETCTBYIOIIUI KalleHIapHOMY Tpaduky yuyeOHOro mpoliecca JaHHOM TUCIMILIMHBL. B mepuon 3k-
3aMEHALlMOHHOM CECCUM OTYET HA IIPOBEPKY HE NPUHUMACTCH.

[Ipu BO3BpaTe MPOBEPEHHOM, HO HE 3aUYTEHHOM pabOThl 0OYYAIOLIHIICS TOJKEH BHECTH UCTIPaBIIe-
HUSl B COOTBETCTBUM C 3aMEUaHMAMHU NpENoAaBaTels U nepenarb paboTy Ha MOBTOPHYIO NPOBEPKY.
[Ipu otnpaBke pabOTHI HA TOBTOPHYIO MPOBEPKY 00s3aTENbHO MPEACTABIATh PA0OTy C YKa3aHHBIMHU B
MEepPBbINA pa3 3aMeYaHUSIMH.

OTueTsl, npencTaBieHHbIE 0e3 COOMI0ICHHs YKa3aHHBIX MTPABUJI, HA IIPOBEPKY HE IPUHUMAIOTCS.
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[Tpunoxenue 2
MeToanuyeckne yKa3aHusl K CAMOCTOATEIbHOM padoTe 00yyaromuxcst
Ilens camocTosaTenbHON paboThl Mo aucHuIuiHe « MHpOpMannonHas 6€30MacHOCThY — 3aKpe-
IMUTHb TCOPCTUYCCKUC 3HAHUA U TPAKTUUICCKHUC HABBIKU B 06HaCTI/I 3alIUThI I/IHq)OpMaI_[I/II/I.
CamocTodaTenbHas pabdoTa HpeanojiaraeT M3y4eHHEe HOPMATUBHBIX JOKYMEHTOB, T€OpeTHYe-
CKYIO TIOJITOTOBKY, HalUCAHUE 3cce WK pedepara, IOATOTOBKY K TECTUPOBAHUIO.

[lepeyeHpb TeM I CAMOCTOSATENIbHOM PabOThI MPEACTABICH B HIXKEIIPUBEICHHOM TabuIle.

Ha3Banue TeMbl yueOHOM TUCIIMIIUHBI [TepedyeHs caMmOCTOATENIbHON PAaOOTHI
[TocranoBka 3aaun obecneueHus: HHHOPMAITOHHOMN Teopernyeckas MOAroTOBKA, 3¢Ce
0€30MacHOCTH
OCHOBHBIE TIOHATHS U OTIPEICJICHUS B TaHHOH 00JacTu TeopeTnueckas MOAroTOBKa, ICCe
Cranyaptel HHGOPMALMOHHOM 0€30MacHOCTH TeopeTnueckas MOArOTOBKA, ICCE
0O0630p OCHOBHBIX TEXHOJIOTU 3aLTUTHI Teopernueckasi MOAroTOBKa, 3cce
MH(POPMALIMOHHBIX CUCTEM
3amuTa OT BUPYCOB Teopernueckasi MOAroTOBKa, 3¢ce
MexceTeBble 3KpaHbl Teopernueckasi mOAroTOBKa, 3cce
BupryanbHble YacTHBIE CETH Teopernueckas NOAroTOBKA, 3cCe
OCHOBHBIE METO/IBI KPUIITOTPA(PUUIECKOM 3aIIUTHI TeopeTtnueckas MoAroToBKa, Icce
ANTOpPUTMBI TOCTPOEHUSI COBPEMEHHBIX ITHU(PPOB € TeopeTnueckas MoAroTOBKa, ICCe
CUMMETPUYHBIMHU Y ACUMMETPUYHBIMHU KIIFOUaMU
Bo3MmoxxHOCTH puMeHeHus: MeTo10B kKpuntorpaduu anis | TeopeTuueckast mOArOTOBKA, 3CCe
obecrieyeHnst 6€30MaCHOCTH AMEKTPOHHBIX IIATEXKEH

TpeOoBaHusi K 0()OPMIICHUIO OTYETA M0 CAMOCTOSATEJILHOM padoTe

OTueT 10/KeH OBITh BBIIIOJHEH B MAIMHOMMCHOM BApHAHTE B COOTBETCTBUM C HOPMaTUBHBIMU
TpeOOBaHUAMH K OPOPMIICHHIO HAYYHO-HUCCIIEOBATEILCKUX OTYETOB. PekoMeH 1yeMblii 00beM paboTh
— 5-15 nevatapix auctoB. Criocod odopmnenus: 12-14 xkernb, Times New Roman. Cnada — nedaTHbIN
BapHaHT Ha JucTax ¢popmara A4 ¢ 0JHOU CTOPOHBI.

OTueT 0 BBINOJIHEHUH CAaMOCTOSITEIbHON pabOThI IPEACTABIAETCS 00yYaOLUIMMCs B CPOK, CTPO-
ro COOTBETCTBYIOIIMI KaJeHJapHOMY TpaduKy yueOHOro mpolecca JaHHOW JUCHUIUIMHBEL B mepuon
9K3aMCHALIMOHHOM CECCUU OTYET Ha MPOBEPKY HE IPUHUMAETCS.

[Ipu Bo3BpaTe MpOBEPEHHOM, HO HE 3aYTEHHON PadOThI 0OYYAIOLINICA JOHKEH BHECTH UCTIPaB-
JIEHHsl B COOTBETCTBHUHU C 3aMEUYAHUSAMU INPENOAABATENs U NepeJaTh paboTy Ha MOBTOPHYIO MPOBEPKY.
[Ipu otnpaBke pabOTHI HA TOBTOPHYIO MPOBEPKY 00s3aTENBbHO MPEACTABIATh PAadOTy C YKa3aHHBIMHU B
MEePBBINA pa3 3aMeYaHUSIMH.

OTueTsl, IpeaCTaBICHHbIE 0€3 COOMIOICHHS YKa3aHHbIX MPaBHJI, Ha IPOBEPKY HE MPHUHUMAIOT-
csl.
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Tembl dcce

Haspanwne TeMul JAUCHUITIIMHBI

IIpumep Tem scce

ITocTtanoBKa 3amaun
obecrieucHuUs
nH(}OpPMAITMOHHON
0e30IMacHOCTH

KomnbioTepHast mpecTyNnHOCTh B 3apyOeKHOM 3aKOHOJATENIbCTBE
KommnbroTrepHast mpecTymHOCTh B POCCHICKOM 3aKOHOJATEIHCTBE
Ilepconanbubie nanHbie U MHTEpHET

3amura 6a3 JaHHBIX

OCHOBHBIE IOHATHSA U
ONPEACIICHUS B TAHHOMN
oOactu

MexayHapoaHble CTaHIapPThl HHOOPMAITMOHHOW 0€30MMacHOCTH
Poccuiickue cranaapTsl HHGOPMAIIMOHHON 0€301acHOCTH
[Tonutrka nHOOpMAITMOHHOW 0€30IMaCHOCTH OpraHU3aIuN
Obecnieuenue 0€30MaCHOCTH ONEPAMOHHBIX CUCTEM

Crangaptsl HHOOPMALIMOHHON
0€e30I1acCHOCTH

be3onacHOCTh (PYHKIIMOHUPOBAHUSA MEKIYHAPOJHOW CHCTEMBI
SWIFT

MouenHnuecTBo B cetu MHTepHeT

IIpombIIIEHHBIN MITHOHAXK B ceTH HTEpHET

KoukypeHnTHas pa3Beaka B cetu HTepHET

[Tonutrka nHGOpMaAIIMOHHOM 0€30MMaCHOCTH OpraHU3aIuu
[TpoGiembl coOMI0IeHNsI aBTOPCKUX TpaB B ceTu MHTepHET
ObecneueHue NpaBoBOil OXpaHbl KOMIIBIOTEPHBIX MPOTrpamMm

O030p OCHOBHBIX TEXHOJIOTUI
3aIIUThl HH(OPMAITMOHHBIX
CUCTEM

AJNTrOpuUTM OpraHM3allMid CEKPETHOW CBA3M 0Oe3 OmyOJMKOBaHUS
KIIFO4EH

HtepanronHsie 6;104HbIe UG PHI

Kpunrocxema @encrens

Ceprudukanus OTKpbITHIX KIH0Uen

CepruduKaioHHBIN IEHTP

3amura oT BUPYCOB

[Tpumenenue pacupeHHoro anropurma EBkiamnma ais pacuera
CEKpETHOro Kitoya B airoputMe RSA
CnocoObl OpraHu3aluu CEKPETHOM CBS3H

MexceTeBble SKpaHbl

bezomacHOCTE 001aYHBIX BEIYUCICHUN

buometpuueckas ayTeHTU(UKALINS [TOJIb30BATENSA

[TpaBoBOE peryIupoBaHue IEKTPOHHOTO JOKYMEHTO000pOTa
[TepconanbHbie nanubie U MHTEpHET

3amura 6a3 JaHHBIX

3amuTa HHQOPMAIIUH B COITUANBHBIX CETAX

BupTtyanbHble yacTHbIE CETH

Pexxumpl g poBaHus 0JIOYHBIX MIHGPOB
Pexxum CDC u ero cBOMCTB
Pexum mudposanust OFB u ero cBoiicTBa

OCHOBHBIE METOJIBI
KpUNTOrpaUueCKOM 3aIuThI

[Taket nporpamm «Kpunron-mudpoBanue»
ApxuBHOE MU(POBAHUE U €TO peATU3aALIMS
KpunTosnorusi: OCHOBHbIE TOHSITHSL

AJITOPUTMBI TOCTPOECHUS
COBPEMEHHBIX MHU(PPOB C
CUMMETPUYHBIMU U
ACUMMETPUYHBIMU KJIIOYAMHU

CeteBoe mmppoBaHUE U €TO PeaTNU3aIHS
Buner atak Ha mmdp

Bo3M0oXXHOCTH TpUMEHEHUS
METO0B KpunTorpaduu Jyis
obecrieueHus 6€30MacHOCTH
IEKTPOHHBIX ILIATEKEH

Xom-GyHKIUS: Ha3HAYeHUE, TpeOOBaHHUs, CBONCTBA
Meronsl kpunrtorpadguu ans obecriedeHus: 0E30MacHOCTH 3JIEK-
TPOHHBIX TUIATEXEH
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